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DRAFT : :
13 'December 1973

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO, 1/11l |

Security Committee

(Effective )

The Intelli‘gence‘ Community's security poli;ies éﬁd_procédures
. must serve thé DCI efforts to improve the quality, 'scope and timeliness
of the community's product and to achieve an éfﬁcjént ﬁse of. resources
involved in the protection of foreign intelligenée and f'orleign infelligence 7
sources and methods., 2 Therefo‘re, pursuané to provisio_ns of Subsection .
102 (d) of the National Security Act of 1947, as amended and to provisions
oi" NSCID 1, a new standing Committee of USIB is herebyéstablished.

1, Name of the Committee

The comfnittee will be known as the Sécﬁrity Commitfee
2. Mission -
The mission of the committee is to provide the means by
.which the Director of Central_lvntellirgence, With thé advice of memberé

of the United States Ini:elligence Board, can:

_1/ Supercedes DCID 1/11, effective 23 April 1965 and DCID 1/12
effective 23 September 1964

2/ The term intelligence as used in this document applies only to
information pursuant to statute Executive Order, or other
authority consonent with the DCI's statutory responsibility for
the protection of foreign intelligence and forelgn intelligence
sources and methods.
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a. Ensure the development and review of securify'

. S B
standards, procedures and practices for the protection of foreign
intelligence and foreign intelligence sources a.nd rﬁethdds from un-
authorized disclosure;

b. Keep under review standards én’d p?d;e_durés for
the .dis semination and security protection of foreign :';nterllig'ence
rﬁateria_l;

c. Develop standafds and review pl;vo.cedvures.' fbr_'
the release of U.S. holdings of foreign intelligence 'to‘ foreign

| governments;

d. Review special security and cofhpartme_ntaﬁorx
p_rocedur es and recommend any necessary changes to échie(re
optimum use of ihtelligence consistent with protection' éf senéitive
intelligence‘ sources and methods;

e. Establish prdcedures for réview by i-li'ltelligence
authorities of all classified intelligence infor_rxia_ti;)n-p.r(.bpo‘sela_d‘ for use
in unclassified activities in the course of v&hicl%x tﬁere ié idanger that
intelligence sources and methods might bé reveaied.

| r?f.“rFunétions. |
The functions of the committee are:
a. To advise and assist the D‘CI asbappropriate wi‘th |

respect to the establishment of security policies and procedures.
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including recommendations for legislation for the ?rotectibn of
foreign intelligence and foreign intelligence séurces .and_methrodvs
fi'om unauthorizehais closure,
b. Review, formulate and recofnmend td the DCI
per s.onnel, physical and documént security standards and practices
applicable to all Government departments and agencies.and their
contractors as such standards and practices relateci to ’ché pro-
~tection of foreign intelligence sources and methods in c0nside:_rati.on
of ‘ghe' effectiveness, risks and cost factors involved,
c. To review, formulate, and recommend to the>
' DCI policies and procedures governing the release ’cq t'he‘pubr.lic, tol
foreign governments and intérﬁational organizations .of foreign intel-
ligence including classified military intelligence with_attention to
insuring that the releaée to foreign governments is consonant with
U.S. poliéy and résults in net édvantage to the United States and tor:
| insuring further that the intelligeﬁce itself is af.f_‘ofded a degree of.
’ protection equal to that affordedr by the Unitéa States;
| d. To call upon, on behalf of the Di're_ctof of Central
Intelligonce, the departments and agencics, as appropriate to in-
vestigate within their department or agency any unauthoriééd dis-

closure or compromise of foreign intelligence or of foreign

Declassified in Part - Sanitized Copy Approved for Release 2012/10/16 : CIA-RDP'8QBO1»354R000600740004-1



; Dec:J_aséifiegi in Part - S.ani'tized Copy@proved for Release 2012/10/16 CIAEEBPSQBO‘I354R0006b0740004-1 -
| | o ”I-)R’AFT/P'age 4
intelligence sources and methods; and to report .the results of
these invesf;igations to the DCI, thropgh USIB. Suéh reports Wi.ll‘
include (1) an assessment of the impéct on the U, S, intelligeﬁce
process and any foreseeable implications to nationa‘l secu;fi_ty c;r
relations with f»oreignvcountries as a resﬁlt of uéé .of 'the. ihfoi—fnation
gained through the unauthorized‘disclosure; (FZ) corre.ctivé_mea'sureé
taken or needed within departments and agenéies involved.iﬁbrd;er tq
prevent such disclosures in the future or to minimize the ad{rerse
effects of the case at hand; and (3) recommendations conéei‘ning
any appropriate additional actions.

e.. The fuﬁctions of the Security Commit‘t‘ee‘ asl they
rélate to technical se;urity countermeasures, computer .éecuri.ty '
and special security _gorhpartmentation aré set forth in attac‘:hrr'l.enté‘ |
1, 2, and 3, |

4, Community Responsibilities

a. Upon request of the committee chairman, USIB
departments and agencies shall furnish to the committee within
established security safeguards particular information materials,

and ad hoc temporary personnel support needed by the éommittee and-

pertinent to its functions.
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b. Each USIB member is responsible for investigation .'
of any unauthorized disclosure or compromise of f%)'reign intelligencg .‘ :
or foreign initellig‘ence sources and methods occurring within his
| department or agency. When invéstigation determines that the
pos éibility of compromisé cannot be discounted; aﬁd f_:he‘a‘intereslts’
of the USIB or anofher USIB member are involved,,‘qr affected, ‘the
re;ults of invesﬁgation will be forwarded to the Security Comrrjli.ttee.
forrrevie“w and possible remedial action as determined apppopriéte
by the committee. _ - o L -

5. Composition and Organization

a, The committee will consist of a full;time ch;.irma.n
d(lasignated by the DCi, repr'esentatives of the chiefs of depzir-tments -
and agencies who are members of the USIB, and represéﬁtatives of |
the Departmenté of the Army, Navy and Air F‘orcé_. The ;:hairmaﬁ
may invite a representative of the chief of any other deparf;nienf or "
agency havin'g functions related to matters b.eing cc.)n’siidered .i)y the )

- committee to s.iAt with the commit‘tee whenevervma.tte‘r.s Within the
pur\}iew of thaf department or agency a.,re.to be discuésed.
| A,b{Tlﬁe_é,qmmilttee_will be supported by subcommittees
as approved by the DCI and ad hoc working groups as approved by the

chairman, The chairmen of subcommittees will be designated bjr the

committee chairman with the concurrence of the DCI, Membership
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on the subcommittees and ad hoc working groups nee'd.not be limi£éd
to member agencies of the corﬁmittee, but may be éXf;ended by ﬁhe
chairman to representation of other departments and a.gencie; having |
related functional reponsibilities dr support capabilitiég.'

¢, The committee will have a full-time support staff '
to be provided by USIB departments and agencies as érranggd and - |
approved .by the DCL

6. Rules of Procedure

‘a. The committee shall meet bupon the ééll éf the
chairman or at the request of any of its m'embers.- VIter_ns. miy-be '
placed on the agehda by the DCI or by the chairman or any fnembef
of the committee. 7

b. Decigions or recommendations will Be for.mulat.ed
by the chairman after”giv‘ing consideration to the views éf thé meAr.lr'%bers.'
At the requesf of a dissenting member, the chairmaﬁ will refer the
decision or recommendation along with dissenting opinion of apinions .

to the DCI.

W, E. Colby
Director of Central Intelligence
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DRAFT DCID 1/11
(Attachment 1)
Technical Surveillance Countermeasures

"The functions of the Security Committee include:

A, With respect to general technical surveillance
countermeasures:

(1) To facilitatg the formulation,‘ de_x}elopment
and application of effective countermea‘surésv equipment
and techniques based on asseésments by ‘the Central |
Intelligence Agency and other knowledgeable member
. agencies Qf USIB of (a) fhe state bf the art of audio
- surveillance equip-ment, and (b) tﬁe known and estimate_d
technical surveillance capabilities of foreign govérnments.
(2) To fc}?mulate and recommer_ldvto the DCI |
resource progréfnming objectives for USIB dep,artmen'ts
and agencies in the field of tgchnicai su;‘veﬂlance céﬁntér~ _
measures in consideration of currerﬁ: and foreseen th:ea.ts
and with regard for the effective and efficient use of

resources,
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(3) To coordinate all é.spects of the U. S.
Government effort in defense against technical
surveillance penetratioh and to resolve conflicts
that may arise in connection therewith.

(4) To facilitate the interchange of in-r
formation in the field of technical surveillance
countermeasures among USIB departments and
agencies and others as appropriate, _;particularll;.r ,

by fhe preparation, publication and dissemination |
of appropriate reports, notices and guides.

(5) To recommend policies governing.dis.—r
closures concerning technical surveillance devices
(except as otherwise providéd' for under NSCID No. .5)-,"
or gOunfcermeasures thereto, to be mé,dé to fore.eign‘ .'
governments or intermnational organizations in which :
the U. S. Governmen‘c'participates,'

(6) To advise USIB depaﬁments and agencies
of téchnical surveillance countermeasﬁres objective-s

and standards to be considered in connectionwith

existing or new facilities abroad.
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Attachment 1

(7) Td prepare damage assessments by

furnishing reports of known or suspected hostile

audio surveillance penetrations of U, S, facilities

and recommending remedial or other actions as
appropriate.

(8) To evaluate the curriculum and operations

of, and to provide policy guidance

of common concern for the training

in technical surveillance cbunte_rmeasures o:f USIB
and o.ther--U. S, vaernment department and agency
pers onnel,

(9) To evaluate technically the féi“eig.nv
technical surveillance and foreign technical surveil-
lance countermeasures believed to .be'e.fnployed or -

capable of employment against U. S. installations

© or personnel,

B. With respect to audio countermeasures:
(1) To recommend to USIB departments'and =
agencies and others as appropriate, and to coordinate

the execution of, procedures for implementation of

policies in the technical surveillance countermeasures

-3~
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field.

. {(2) To develop and recommend to. the DCI .
standard security practices for us.e by- U.S. Govern-. .
mént agencies and departments for defense against
technical surveillance penetration, including standéfdg ,
'for_ the security indoctrination of U, S. personnel and

 coordinated training for technical insrpectorls.

(3) To ensure prompt notification of th.e
chairman by USIB departments and agencies of the
discovery or su.spect‘ed presence of él:indestine
technical surveillance devices in U. S. insfallaf:ions?
including formation on the possibility of eScploitation.'

C. With respect to countermeasures research and
development:

(1) To .vfoster an aggressive and irriagi_native
program of research and vdevelopment‘leading’to
improved'teéhnical surveillance ciountermea.sures '
equipment and techniques,

(2) | To coordinate researc‘hvand _de'{relloipmeht |

__programs in the technical counter ‘rn?%‘%_l_.lre_s__'f‘i%_ld,_,_, I
particula.riy to ensure an effective exchange of

information and to avoid unwarranted duplication.

4.
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DRAFT DCID 1/11
(Attachment 2)

Computer Security

The functions of the Security Committee include:

(1) To review, formulate and recommend to
the DCI policiés, standards, and procedures to
protect intelligence‘déta stored or processed
bf»computer.

(2) To advise and assist the DCI, the
Intelligenée Community Staff, Committees of the
United States Intelligence Board, USIB member
ageﬂcies and departments, and other intelligence
users with respect to all computer security
issues and to resolve conflicts that may arise
in conne¢tibn therewith.

(3) To formulate and recommend to the DCI
resource programming objectives for USIB depart-
ments and agencieslin the field of computer secu-
rity in consideration of current and foreseen

,vulnerabilitiés and threats and with regard for
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the effective and,efficient use of resources;

to foster and to monitor an aggressive program
~of computer security research and development

in the Intelligence Community in order to avoid
unwarranted duplication and to assﬁre the pursuilt
of anveffective effort at resolving technical:
problems associated with the protection of
computer operations.

(4) To coordinate all aspects of Intelligence
Cémmunity efforts in defense against hostile
penetration of Community computer systems and as
feasible to support other Government and national
efforts aimed at improving computer security
technology; to foster and tb'coordinate Intel-
ligence Community computer security training and
indoctrination activities. |

(5) To facilitate within the Intelligence
Community the exchange of information relating to
computer security threats, vulnerabilities, and
countermeasures by providing a focal point for the
evaluation of foreign intentions and capabilities

to exploit Community computer operations, for

CONFIDENTIAL

Declassified in Part - Sanitized Copy Approved for Release 2012/10/16 : CIA-RDP89B01354R000600740004-1 ——



| ‘
Declassified in Part - Sanitized Copy Approved for Release 2012/10/16 : CIA-RDP89B01354R000600740004-1

TCT GO, O

~central notification of hostile exploitation
attempts, for the preparatién'of'damage |
assessments of incidents of foreign exploita-
tion of intelligence Computer 6pérations, and
for the formulation of Community policy -on the
release of computer security information to o
fofeign governments and international organiza-

tions.:

GONFIRERTIEL
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13 December 1973

EXPLANATORY NOTES
13 December 1973 Draft of DCID 1/11

1. On 7 November the draft DCID 1/11 on the Security R
Committee was remanaed to the Committee for r.ex}iew ‘and resub-
mission to the USIB. At its November 1973 r-neeting,r ’ch.e- Security
.Comrﬁittee'tasked the Chairman to rewrite the draft DCID 1/11.l
This hés now béen qomp_leted. The rewrite was prepa;red foilowing
due consideration of all comments made by rne.amber:s of the
Committee, General Counsel, CIA, members of the thtelli'gence
Community Staff aﬁd the DCI in his response to previous dra,fts.ldf | v
the DCID 1/11 as prepared by the IC Staff. |

2. This niemorandum attempts to reconcile the various
positions and to set forfh those considerations v&hich lead to.the.
current form of the DCID 1/11. Attached are various notes and
memoranda that may be of assistance to f:he. members.in
appreciavtion of somé of the re.asbns for the ;:hangevs that have: |
been adopted..' |

3. It is believed that comments are in ordei' about what -

occasioned the initial rewrite of DCID 1/11 and the actions that

followed on the original concept which resulted in.a DCID being
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proposed for USIB consideration without detailed community |
coordination. The foilowing then is background whiéh was con-
sidered in preparing the current ver sion. of. the.DCID 1/11.
(a) NSCID 1, effectivg 17 February 1973 éllearly
. tasked the DCI with feviewing and déveldping seéﬁrity
standards, It tasked the USIB to advise. the I»DCI"‘with

respect to the sﬁpervision of the diss'erninatio_n and

security of intelligence material, It taskéd eéch
department and agency to remain responsible for the
protéction of intelligence within its o§vn organization
| ' and charged them to establish apprqpri_éte internal
' polic.ies and pvrocedures to prevent unauthorized
disclosures, It gavé the DCI authority tévcall upvo:‘a the
‘ - departments and agencieé as appropriate to investigate
within the.ir agency ahy 'unauthérizéd disclosure and
‘ requires fhem to transmit a report ofvthese inves‘;i-
gations to the DCI. NSCID 1 also charges the DCI to
establish procedures for review by intelvligence
a,uthokrities of classified intelligence p.roposed foff _
| .. Xelease to the public @er.e(thereumigh?be_,d%@age_,,_

of revelation of sources and methods.

t
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‘ (b) In Febfuary 1973 Mr. Helms had moét 6f
the DCID's reviewed and redrafted to take into cc.)nv—
sideration the tenets - of the February 197.2 NSCID 1. _ o -
The DCID on the Security Committee and the DCID on
the Technical Surveillance Countermeasures C_ommittée
were included in the review., They were redrafted and
apparently coordinated with the USIB agéncies by t;he B
; drafter before being submitted to the DCL Sin‘ée Mr.
| Helms was about to depart, he did not promulgate the |
new DCID 's, but had them held for Dr. Schlesinger who
took no action.,
(c) In September 1973 the Intelligéncé Comrriunif.:y
Staff provided Mr., Colby a summary report ﬁtled |
”Interlligence Community Security Prob!éms" (copy atté.cined
at TAB A). The report notes that security policies and pro-
cedures are administered by fragmented and disp‘erlsred :
authorities, la,ck consistency in app.licarti‘on, ‘may limit
the flow of needed information and may vbe inte‘rnally :
inconéistent, The report concéntré.tes oﬁ problems of :

@ compartmentation, release of intelligence to foreign

governments and technical surveillance countermeasures,

The report concludes that the community's security
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policies and procedures are an impediment to the DCI .
efforts to irﬁpréve quality, scope and timeliness of intel-
ligence products; observes that there is no centralized
body in the intelligence community with authority to o

address community-wide security problems of broad

scope, to study, formulate and monitor implementation

of new securify procedures; and that needs in this line |
¢an be facilitated by reconstituting the Securify Committeé‘
with a full time Chairman and staff and assignmeﬁt of
broader fuﬁctions including the mission Qf thé 'TSCC..

The report recommended action to ths end.

(d) On 26 September 1973,

- forwarded a revision of the DCID 1/11 to the DCIL. In

his covering memorandum he reéommended the DCI
circulate the proposed new DCID to USIB principais

and early inclusion as a USIB agenda item. (We do

not have a copy of the initial draft but a copy of Dr,

cover memo is attached at TAB B), Mr.

Colby responded to n 2 October 1973

with suggestions for some revisions. Mr., Colby .

recommended that the draft DCID 1/11 "should also ;

-4
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cover

(I) Reference to NSCID/1 re protection of
intelligence sources and methods, | |
(,2) Secrecy agreements and employee clear- v
ances where possible (including polygra;ph).
.(3) Executive Order 11652-re classificatién_ .
and declassification procedures especially periodic |
review, Freedom of Information Act, etc."
(A‘.copy"cn)f‘ Mr. Colby's note is attached at TAB C.) '
(e) On 11 October General Graham sent Ml_'._"Colbyr
a memorandum covei‘ing a draft revised to respénd to
Mr. Colby's note of 2 October. General Graham}pointsi
out that specific mention of Executive Qrder 11‘652 and
the Freedom of Information Act is not made on édvice' of. -
a member of the GIA‘ Office of Legislative Coun‘sel_.so. as
to reduce the need .for revision of the DCID if such
: .authorities are revise.d. General Graham'_i_nf‘ormvs
that a new paragraph 3. a. (‘4) was added to the fiITSt
draft to Qeai more specificially with the pérsonnel
‘security matters referred to by Mr.. Colby.',...‘,Genéral,,A.__a,‘,,._-hf_«_g._, . _
Graham says that "Security-related obligations a.nd

conditions of employment'' refer to security oaths and
_5-
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‘ | | and secrecy agreements., ''Scientific evelnation method-
ology" embraces‘pOIYgraph examinations and nsychological
testing. General Gnaham states further that other pro-
visions in the redraft satisfy some of Mrv. Colby's otherl '
sug.gestions. - The recommendation is made the,t the i)ro—
posed new DCID be sent to USIB principals and vplaced en
an early agenda., Mr., Colby _indicated his appro’val of
this recommendation., (A copy of the menqorandnm ffom
General Graham is attached et TAB D along Witn e rcopy . .
of the DCID 1/11.) The DCID 1/11 was scheduled for
discussion at the 8 November USIﬁ meeting. g

(f) The DCID 1/11 We,s discussed at a pre-USIB

meeting on 6 November 1973, Discussion between .

STAT General Jack Thomas of the IC Staff and

STAT | S CIA member of the Security Com‘mittee:resulted:' '
in Generel Thome.s recommending and the DCI approvin»gr
that the paper be taken off the 8 November USIB agenda
Iand remanded to the Securlty Commlttee for review and
resubmission to USIB. A memorandum for the Chairma.n,
Security Committee from General T.homasv on 7 N_overnber
1973 conveys this action. (A copy of the remanding memo-

randum is attached at TAB E.)

-6
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(g) In anticipation of a rrequirement for earllyr
Security Committee action on the DCID 1/11, members
were asked fo come to the Security Committee meeting |
of 13 November with written comments on the
11 October draft DCID 1/11. CIA, NSA, DIA 3nd Navy
s\ubmi’cted writ_teﬁ comments (TAB F) which ishéulvd be . E
read in connéction With the current revisioh “of DCID
1/11, The Comfnittee in general was in agréefneht
thaf the draft DCID 1/11 was too long anci posed
problems .ovf authorities in some areas. "I.'heCha.ilz.'mebln.
assigned the task of rewriting the DCID to fhe CIA ’
fnember. ‘ o
6. General approach to redrafting the DCID .1/.11;

(a) The writers of the draft elected té_ e‘X‘ercisev'
an aitempt at brevity and sacrificed rrﬁuéh 6f the specific
terminology noted in the previous draft dated |
11 Cctober 1973.

(b) The CIA Special Assistant on .US‘IB niatteré'_
recommended that USIB members be.given é,Ome i»nibzrcv»-» _'
duction on the philosophy and. coﬁcépts behind fhis ;
cha'nge. In satisfaction of this recommendéti011 thé

writers included an opening statement to the effect

-7
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tilat security policies must serve the DCI efforts to
improve quality, scope, and timelineés of intélligence
products. | The writers refer the rherhbers of the
Se;:urity to the 24 November 1973 paper titled
'"Intelligence Community Security Pféblems; a
Summary Report", in further explanation of the
philosophy behind the current action,

.(c) The writers agree With the Comrﬁitteé tha.t_v'
in some areas the languége is too broad and fhey
attempted to be more precise. In afeas.of dou'bt_.or
éqnfli.cting recomﬁlendétions as to appropriate
termindlogy, the writers fell back dn the language
of NSCID .1 or Executive Order 11652.

(d) The curreﬁt discussion of the meaning of
"intelligence' has resulted in the desifé to é,ssure
separation between "'"domestic' and '"foreign' interests...
The writers agree entirely with the intent to separate
the fields of interests. Unfortunately, the writers
found that the usei of the term '"for éign J'..ntelligence”‘,
was inapi:»ropriate in some syntax and elécted to
employ a footnote as the best manner of handling -

this problem. Hence, 'intelligence'' as used herein -
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applies only to information pursuant to statute,

executive order, or other authority in Consvonance
with the DCI's statutory responsibility for the pro-
tection of sources and methods. The writers believe
that current angressional deliberations may provide
accéptable terminology which should be é,dopted 'a;t,
the time it isv promulgated for general use, ‘

(e) The statement of Mission was provided as

appears herein by the DCI/IC Staff. The writers

‘defer to this authority.
(f) In the statement of Functions: |

Para 3 b. The writers b.elieve that tﬁe
use of the terms '"physical, personnel, and vdo'cun;lent
security standards and practices . . . adequately
encompasé the intent to address places,.peo‘p.le, thirigs" | :
markings, secrecy agreements, polygraph testing,
Pyschologicai evaluations, vinvestigative r-equirements,
security indoctrination procedures, access a.,'pprova.lé_ ‘
and destruction of classified maferial as W'eil'as all

other facets of physical, personnel and document

security. The writers believe it has provided

sufficient authorities and charges to the Security

-9-
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Committee to address all these issues in an orderly, -
inclusive fashion.

Para 3 ¢, The writers feel this paragraph
is sufficient authority to permit the Commiﬂ:ee te .

: .éddress the aspects of classification; _deciassificatiori, Lo
~ the r.equirements .o.f Executive Order 1‘1652,@115 |

Freedom of Information Act and any results _o‘f pecding -
Congressional considerations. The Ce.ngressional
co.nsiderations might result in additional ﬁeeds for
guidance in interpretation but should not force a chenge
in the _DCID.

Para 3 e, There were com.rnents for and
against the establishment of specific subcqfnrr.litteesrin a
the DCID. The writers acknowledge the obvioce ad-
vantage of. establirshing in the basic DCID the .identity
of specific subco'mmittees. Howe\}er,_in reccgnitioﬁ
that the DCID permits the Chaii‘ man to be sﬁpported _
by subcommittees as approved by the DCI, it was felt
thé.t a much stronger charter could be wri&en for‘ these
subcommlttees if they were addressed srepax;ately b&f
;hemCh;u-'n;an, and a.ppro%red by the DCI. This

approach also has the advantage of keeping the DCID

relatively short. As an alternative the writers propose.
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that details of functions which might serve the Chair maﬁ v
in drafting charters of subcommittees, be ihclgded_as
attachments to the basic DCID 1/11, The -Wri'cérs
have contacted the _USI]?; Seéretariat‘ and learneid. that
the use of this device is approp.riaf:e. The d_r‘afters |
of the DCID would support any proposal to the - -
Chairman that his cbve_ring memoranduﬁ to the
Board reflect the opinion >that subcommittees sééfn
strongly indicated in the areas of technical rsurveilllance

- countermeasures, computer security and compart- .

mentation,
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